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1)13 Responsive to communication(s) filed on 1 8 September 2008 
2a)D This action is FINAL. 2 b)B This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 1 1 , 453 O.G. 213. 
Disposition of Claims 

4) E] Claim(s) 1-22 is/are pending in the application. 
4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) [X] Claim(s) 1^22 is/are rejected. 

7) Q Claim(s) is/are objected to. 

8) Q Claim(s) are subject to restriction and/or election requirement. 

Application Papers 
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DETAILED ACTION 



1 . Claims 1-22 are pending in this office action. 

2. In view of the appeal brief filed on September 18, 2006, PROSECUTION IS 
HEREBY REOPENED. A new ground of rejection is set forth below. 

To avoid abandonment of the application, appellant must exercise one of the 
following two options: 

(1) file a reply under 37 CFR 1.1 1 1 (if this Office action is non-final) or a reply 
under 37 CFR 1.1 13 (if this Office action is final); or, 

(2) initiate a new appeal by filing a notice of appeal under 37 CFR 41.31 followed 

by an appeal brief under 37 CFR 41 .37. The previously paid notice of appeal fee and 

appeal brief fee can be applied to the new appeal. If, however, the appeal fees set forth 

in 37 CFR 41 .20 have been increased since they were previously paid, then appellant 

must pay the difference between the increased fees and the amount previously paid. 

A Supervisory Patent Examiner (SPE) has approved of reopening prosecution by 
signing below: 



Claim Rejections 

3. The text of those sections of Title 35, U.S. Code not included in this action 
be found in a prior Office action. 
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Claim Rejections - 35 USC § 103 

4. Claims 1-22 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Graham et al. (U.S. Patent No. 7,237,264) in view of Vajdya (U.S. Patent No. 
6,279,113). 



Regarding claims 1. 7. 14. and 19 . Graham et al. discloses a 
method/node/computer readable medium for detecting an intrusion at node of a network 
comprising: 

• Reading a first packet received by the node (fig. 2, ref. num 205); 

• Determining a first signature of the first packet (fig. 2, ref. num 210); 

• Comparing the first signature with a signature file comprising a first machine- 
readable logic representative of a first packet signature (fig. 2, ref. num 215/225); 

• Reading a second packet generated by the node in response to reception of the 
first packet (fig. 3, ref. num 310); 

• Determining a second signature of the second packet (fig. 3, ref. num 31 5); and 

• Comparing the second signature with the signature file further comprising a 
second machine-readable logic representative of second packet signature (fig. 3, 
ref. num 320/335). 



Graham et al. does not teach identifying the first packet as an intrusion if the first 
signature corresponds with the first machine-readable logic and the second signature 
corresponds with the second machine-readable logic. 
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Vaidya discloses identifying the first packet as an intrusion if the first signature 
corresponds with the first machine-readable logic and the second signature 
corresponds with the second machine-readable logic (col. 8, lines 15-39). 

It would been obvious to one ordinary skilled in the art at the time invention was 
made, to combine identifying the first packet as an intrusion if both the first and second 
signature correspond to the first and second machine-readable logic, as taught by 
Vaidya, with the method/node/computer readable medium of Graham et al. It would 
have been obvious for such modifications because comparing both incoming packets to 
a node and outgoing packets from the same node lowers the chance of false positives 
because it takes two checks of the same packet (once before being acted upon and 
once after the packet has been received) before a packet is marked as intrusive. 

Regarding claims 2. 3. 8. and 9 Graham et al. as modified by Vaidva discloses 
further comprising executing a directive associated with the first/second machine 
readable logic upon determining the first/second signature corresponds with the 
first/second machine readable logic (see fig. 3, ref. num 326/340 of Graham et al.). 



Regarding claims 4. 10. and 15 Graham et al. as modified by Vaidva discloses 
wherein executing a directive associated with the second machine-readable logic further 
comprises discarding the second packet (see col. 1, lines 31-43 of Graham et al.). 
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Regarding claims 5 and 11 . Graham et al. as modified by Vaidva discloses 
wherein discarding the second packet further comprises discarding the packet at the 
network layer of the network stack of the node (see col. 1, lines 31-43 of Graham et al.). 

Regarding claim 6 . Graham et al. as modified by Vaidva discloses wherein 
reading a second packet generated by the node in response to reception of the first 
node further comprises reading a second packet generated by a network stack of an 
operating system of the node (see col. 4, lines 59-61 of Graham et al.). 

Regarding claims 12 and 18. Graham et al. as modified by Vaidva discloses 
wherein comparing the first signature with a first instruction set comprising a first set of 
machine readable logic representative of a packet signature further comprises 
performing a binary pattern comparison with the first signature and the first set of 
machine readable logic (see col. 5, lines 60-63 of Graham et al.). 

Regarding claim 13 . Graham et al. as modified by Vaidva discloses wherein 
comparing the second signature with the signatures file further comprises performing a 
binary pattern comparison with the second signature and the second machine readable 
logic (see col. 8, lines 3-9 of Graham et al.). 
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Regarding claims 16. 17. 20. and 21 . Graham et al. as modified by Vaidva 
discloses wherein the response packet is received by the node and the response packet 
is generated by the node (see fig. 1, ref. num 130-134 of Graham et al.). 

Regarding claim 22. Graham et al. as modified by Vaidva discloses further 
comprising determining that the first packet is a probe packet upon determining the 
signature corresponds with the machine-readable logic (see X). 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Brandon S. Hoffman whose telephone number is 571- 

272- 3863. The examiner can normally be reached on M-F 8:30 - 5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser G. Moazzami can be reached on 571-272-4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 

273- 8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Brandon Hoffman/ 
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